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Prednost Cloud security resenja i kako rasteretiti svoje resurse

Rasterecenje postojecih resursa

Automatizovan upgrade Administrativnih konzola, baza podataka i pratecih
feature-a

Uklonjena briga o odrzavanju neophodih servera za rad On prem resenja.
Licenciranje servera, baza itd..
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Intercept X

Visibility -
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of organizations were hit by ransomware of attack victims said the cybercriminal
in the last year succeeded in encrypting their data

The State of Ransomware 2020, Sophos
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The World’s Best Endpoint Protection

Foundational Deep Learning Anti-ransomware Anti-exploit
< ; ;
@ @ %
Known Unknown Executables Ransomware Exploits
Threats File-less Attacks

( Multiple Layers of Defense )
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Layers of Defense in Action

kE Delivery
Qa'o Execution

I @ I Encryption

SOPHOS

Prevent ransomware
from installing

Quarantine
ransomware before it
runs

Stop malicious
encryption, roll back
any changes

Anti-exploit

Deep Learning

CryptoGuard



Get Detailed Threat Intelligence

See where to start

CENTRAL )
Admin

@ Threat Analysis Center

&

Dashboard

Threat Cases

Apply context
Deep learning malware analysis
SophosLabs expert intelligence

Oct 24

Threat Searches
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Threat Indicators
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Take action with confidence
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Process details : fakedrop-cli.exe

Machine learning analysi:
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File/path : 43% Suspicious



Close Security Gaps

Determine root cause
|dentify scope of threat

See where it was neutralized

SOPHOS



Multi-Platform and OS Support

E Sophos Server m Sophos Mobile

E Sophos Endpoint
Intercept X

’
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Windows macOS Windows Linux Android / i0S / Chromebook
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Invest In a Security System
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Sophos Central

SOPHOS SOphOS Centra[ Dashboard Help ~ chris mccormac.k -
[ ENTRAL | sophos * er Admin
Admin
Overview Most Recent Alerts View All Alerts
[ Dashboard Dec 16, 2019 12:59 PM An attempt to communicate with a botnet or command and control s...
A Alerts Dec 16, 2019 12:54 PM Sophos Firewall detected malicious connections: 'C2/Generic-C' at /... ~ Mac-Server\Chris Mac-Server
@ Threat Analysis Center | Dec 16, 2019 12:54 PM Malicious connection detected: 'C2/Generic-A' at '/Users/Chris/Deskt... Mac-Server\Chris Mac-Server
E Logs & Reports Dec 16, 2019 12:54 PM Sophos Firewall detected malicious connections: 'C2/Generic-C' at /... = Mac-Server\Chris Mac-Server
)l People Dec 16, 2019 12:54 PM Malicious connection detected: 'C2/Generic-A' at '/Users/Chris/Deskt... Mac-Server\Chris Mac-Server
:'D Devices
fices 3 re nar See Report 0j and server web co 0 See Reports
£+ Global Settings Devices and users: summary p Endpoint and server web control P
i Protect Devices - L L D =
é Endpoint Computer Activity Status
& Endpoint Protection 3 @ 5 Active
No pages blocked or warned about in the last 30 days.
Server Protection > 0 Inactive 2+ Weeks
@ 0 Inactive 2+ Months
@ Mobile S
@ 0 Not Protected
@ Encryption | 2
@ Wireless | 3
©  Firewall Management ) Unified Endpoint Management Go to product dashboard
(¥) Phish Threat 3

corn e <Unique: A Complete Cybersecurity Ecosystem Managed from One Console




The Most Comprehensive Cloud Platform

SOPHOS



Synchronized Security
Cybersecurity as a System

Central




L4

A
‘& rlrewall
»y ‘ ’ #'dstream




XG Firewall’s Winning Advantages

The world’s best visibility, protection, and response

SOPHOS

XG Firewall

Flexible Networking

MONITOR & ANALYZE
Control center
Current activities
Reports
Diagnostics

Flexible, Fast, Reliable XG Series Hardware
Simple Remote User and Site Connectivity
SD-WAN Evolved

PROTEC
Firewall
Intrusion prevention
Web
Applications
Wireless

The Best Visibility, Protection, Response ...

Advanced threat
Central Synchronization

Expose hidden risks
Xstream DPI Engine, TLS, Al Protection o

Security Heartbeat Threat Isolation Rt
Authentication
System services

SYSTEM
Profiles
Hosts and services
Administration
Backup & firmware
Certificates

Easy Management

Sophos Central - One Console to Manage it All
The Ultimate Experience
Built-in Expertise

SOPHOS DISCOVER

EVOLVE

Control center

XG230 (SFO0S 17.5.0 Beta-1)

System

o %
Performance Services

-
-ie

-
Interfaces VPN

[7. /U /0
RED Wireless APs

0 1]
Connected remote Live users
users

CPU 15% Memory
Bandwidth 40KB/s Sessions
High availability: Not configured

Sophos Firewall Manager: Not configured

Running for 12 day(s), 23 hour(s), 48 minute(s)

Active firewall rules

2

. I. [

Traffic insight

Allowed app categories
3,265.44M
2,650.35M
2,510.58M
318.68M
288.04M

Reports

M
|

L L

@ How-to guides Logviewer Help admin «

Network attacks

Messages

Warning

User & device insights
Security Heartbeat®

il 1 2

Atrisk  Missing Connected

Synchronized Application Control™

4 217 282

New Categorized Total

Sandstorm

0

Malicious

ATP

2

Sources blocked




XG Firewall’s Winning Network Advantages

Industry leading connectivity, simplicity, and performance

1. XG Series - Flexible, Fast, Reliable

Excellent price-performance -

Modular connectivity for copper, fiber, or LTE —— =:.§.L-J_.J!l!}!!:--: B
Plug-and-play HA and redundant power supply options e
ot
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2. Simple Remote User and Site Connectivity

SOPwS v

SD-RED - affordable, simple branch office devices
Easy VPN orchestration tools
Free IPSec and SSL VPN client remote access

3. SD-WAN Evolved SOPHOS

Multiple WAN options (copper, fiber, cellular)
WAN Link monitoring and fail-over, fail-back
Synchronized SD-WAN for optimized app routing

|
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Flexible Deployment Options
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XG Series Software or Virtual Public Cloud
Appliance Appliance (AWS/Azure)

SOPHOS
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XG Series Next-Gen Firewall Appliances

SMB & Branch Office Distributed Edge Performance Data Center
Desktop 1U Rackmount 2U Rackmount 2U Rackmount

eSS L L L L L H T E \E::::E

XG 210 XG 230

XG 86(w)

2 SRssIR

oo 015 XG 310 XG 330
XG 106(w) XG 115(w)
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XG 430 XG 450

maam
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XG 125(w) XG 135(w)

SOPHOS



XG Series Desktop Models

Flexibility to fit any network — Multiple WAN options for SD-WAN

: f ' Connectivity

WiFi, Cellular, Copper, Fiber, and
| ions

Nobody can match this in a single appliance

Unique: XG 125(w)/135(w) Flexible Connectivity Options
S g (w)/135(w) y Op




Flexible Connectivity for Any Network
Extensive line of FleXi Port Modules for 1U and 2U models

Add more ports FleXi Port Modules for 1U

Add fiber connectivity: SFP (1 GE), SFP+ (10 GE), ;. i Port o
QSFP+ (40 GE) ,. e

Add (more) bypass ports for fail-open deployment

Add PoE to connect external devices (1U only)

SOPHOS DISCOVE

EVOLVE

FleXi Port Modules for 2U

40 GbE QSFP+ Fl
50 and SG/>

module
0 Rev.2 only)
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Synchronized Security
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< Unique: Synchronized Security Integration of Cybersecurity Products >




Synchronized Security Heartbeat

Automatic Response to Threats and Breaches

w Firewall
\‘\ Vi pdstream
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@ XG Firewall identifies the presence of a threat or a
change in the health via Security Heartbeat

Security Heartbeat®

1 0 2

At risk Missing Connected

Firewall communicates via Security Heartbeat
with other Endpoints to advise them of of the
compromised host to prevent spread



Wireless - APX Wave 2 Access Points

Faster, Better, Plug-and-Play Wi-Fi

Faster Connectivity — up to 2.3Gbps
High density — high capacity
Dual Radios — multiple SSIDs

SOPHOS

( APX 740 )

Flagship 4x4:4

High performance 3x3:3

( APX 320 )

2x2:2 Medium performance

APX 120

2x2:2 Affordable performance
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SOPHOS

Regionalni distributer i Partner za Srbiju
Smart d.o.o.
office@smart.rs
+381 6547 28 200
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